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MegaSys® is the provider of Telenium® Network Management
Solutions. Focusing exclusively on telecom network management and
provisioning, MegaSys has developed a powerful network
management tool that provides complete EML/NML/SML
functionality - including full FCAPS capability, auto-population of
network architecture, circuit management, high throughput alarm
processing and network element backup - integrated in an
intelligent, high performance database.



TELENIUM NETWORK MANAGEMENT 7

Telenium’s versatility, scalability, and ease of configuration is what
makes it the network management solution of choice for utility,
telecom, cable, government, and other service providers wanting to
maximize the return on their network infrastructure investment
while achieving compliance with regulatory standards, including
FERC/NERC and CIP.

O Telenium applications and features that are key to
Regulatory regulatory compliance.

ompliance

This booklet highlights the Telenium features and applications that
contribute to the successful management of a communications
network.

It outlines managing all types of network devices with a single user
interface for accurate representation of your network configuration,
condition, and connections with photo-realistic dynamic graphics. It
demonstrates Telenium Service Management applications that
provide a real-time accurate view of the circuit path through your
network. It also details the fault, configuration, administration,
performance monitoring, and security control applications that have
factored in the Utilities Telecom Council’s selection of Telenium as
the Best Telecom Services Product multiple times.
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TELENIUM NETWORK MANAGEMENT AT A
GLANCE

Telenium provides functionality to all aspects of the FCAPS model.

Fault Configuration Administration Performance Security
Alarm System Track Service Data Control NE
Handling Turn-Up Usage Collection Access
Trouble Network Store History for = Report Enable NE
Detection Provisioning Billing Generation Functions
Trouble Auto-Discovery ~ Automatic Data Analysis Access
Correction Archiving Logs

Test and Backup and Quality of

Acceptance Restore Service

Network Database

Recovery Handling

COMMUNICATIONS PROTOCOLS

Today’s networks are populated with both new and legacy
equipment, necessitating communication between your network
equipment and your network management applications via many
different protocols. Telenium successfully manages network
elements using a wide variety of protocols including TL1, DNP3,
SNMPv1, SNMPv2c, SNMPv3, ASCII, PDS, TBOS, MCS11, NETCONF,
LARSE, DCP, DCPF, DCPX, FARSCAN, MOSCAD, PING, CLI, SYSLOG,
DMS, Badger, NEC N21, 5ESS, IMUX 2000, PRESIDE, P4, DCM,
MXVEW, and LLDP, ensuring its effectiveness as a single network
management solution for all your network devices.
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DATABASE PERFORMANCE

The Telenium system provides unsurpassed database performance
and can handle thousands of alarms per second, continuously. This
critical capability assures Telenium users that all information is
available to the operators. There is no need to filter and potentially
block key information.

r
DATABASE SYNCHRONIZATION \¢J

Regulatory
Compliance

Telenium supports the ability to synchronize the same database on
different appliances. For synchronized databases, a change to the
database on one Telenium appliance is instantly synchronized on all
other Telenium appliances, providing the following advantages:

e Instantreplication of database information.

e No loss of visibility or control of your network in the event of
an appliance failure.

e Optimized network resources by the distribution of database
loads across multiple synchronized systems.

e Compliance with the survivability and redundancy
requirements of NERC, FERC, and CIP.

Fault Tolerance
for NERC
and CIP
Compliance

. f
ase Replicat®”

Databases can be installed on multiple Telenium appliances on a
local area or wide area network.



1 O CHAPTER 1: INTRODUCTION TO TELENIUM

DATABASE SCALABILITY

A key requirement for any network management system is scalability
of the database. The Telenium system allows for massive scalability
through its object-oriented database and its support of a distributed
system architecture. Automatic consolidation of information between
the Telenium EML systems and the Telenium NML and SML systems
provides operators with a single pane-of-glass management
capability.
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GRAPHICAL USER INTERFACES

MegaSys

D642 | EGASYS. [Dvpnn o HPYTEL TESHORADION

Telenium provides several different dynamic graphical user
interfaces to easily navigate, diagnose, and solve network issues.
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TELENIUM MANAGER AND TELENIUM CLIENT
SUITE

(& Telenium Manager = | ]2
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Telenium Manager is the all-in-one network management interface.
Opening Telenium Manager permits users to log on to Telenium
databases and start Client Suite applications. The Telenium Client
Suite is a group of applications used to monitor, provision, and
maintain networks. The Telenium Manager Client Suite is installed
locally on your PC.

GRAPHIC SCREEN MANAGER (GSM)

GSM is a graphical user interface that dynamically displays database
information. A geographical GSM presents alarms and their network
locations, while the graphical manager depicts real-life
representations of physical equipment.

% EMS NORTHAMERICA - GSM ===
‘ FEile View Go Tools Help
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TELENIUM SMART TILES

Telenium’s Smart Tiles application is a dynamic solution featuring
contextual navigation. It provides a customizable dashboard which
simplifies tasks by reducing the number of application windows open
at one time. Smart Tiles displays alarms, PM data, physical topology,
facilities and circuits, and a host of additional views and Telenium
applications that react dynamically to the operator’s selections,
providing a cohesive representation of network and device statuses.

| Smart Tile Tools Smart Tiles

- =] x
File Home Alarm Detail

LN -
O | None) @ @ =
Parent Refresh | Details |History Notes

~

AOR v iox

DATARATE EQUIPMENT REGION

RTU GERMANY.

— S —

2 5

MPLS~‘ JAPAN, ; SOUTHWEST USA
5 ocas _ MICROWAVE d 13

OCH 2 OPTICAL_Y 5 NORTHEAST USA_\

e 2 6 L

WESTERN CANADA
3
Center: 52.2649573185691,-114.093331558752 Zoom: 7 v x| AlamList- Calgary (14) x
@ OpenStreetMap Contributors E N
Time PointID | AID Description Condition | Site | Priority
12/1/20179:2953AM | cgy-d-1 | Analogs | Temperature HI Calgary | 10
11/29/2017 1:55:01 PM | cgytd-1 | Analogs | Temperature - Calgary | 5
Forl Sakatchewan 11/23/2017 1:35:54 PM | cgy-420-1| cgy-420-1 | ST-356 failure * | Calgary | 12
Eqn 7'[7\ 111312017 1:3338 PM | cgycs-3 |cgy-cs-3 | ST-635 - Calgary | 25 v
e
Leg’uu | nd Alarms 1 - 14 of 14 Page E of 1
(
(rSioin
RECEIVE SIGNAL LEVEL On CGY-CS2  CALGARY Priority: 45
11/10/2017 10:16:56 AM  Duration: 59 days 22:06:01 State: 1
Maint Region: Condition: MN-SA *
Lacgfnbe Ticket: AckBy: at 11/10/2017 12:03:53 PM
Refeer
This Alam | [ This Class | [ caycs-2 | [ Calgary | [ This Alarm, all NEs
/ RECEIVE SIGNAL LEVEL On ltems
[
\ 10 4
\ \ 3
N\ o |
Dd

o300

o303 000
ov040000
o305 0000
o306 000
07
a8
0309 0020
oy120000

Date
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TELENIUM ONLINE

Telenium Online is an application that enables viewing the Telenium
system remotely via the Web. You can view and acknowledge alarms
from a system-wide alarm list, view sites, NEs, and customers, as well
as retrieve network element backup files.

Logon groups can be used to partition users in Telenium Online.
Users who are part of a logon group only see the information that is
allowed according to the privileges and priorities defined within the
group.

The service screen features a map view and connection layout of the
service.

QTELE'NIUMW MegaSys

Network Management Solutions.

Service: a CAD-201

Description T1 Protection for power generation
Type : TIFACILITY

State : Enabled

Customer : @ MegaSys

Account  :@ Ds1

Connection Layout for : FACILITY 210-001

B pipe [ISP-AB-KTY03/018:3:HSPPM:5365][JSP-AB-KTY04/T3:7-2] 3

JSP-AB-KTY-04
GT1:5-2-1-3
B [JSP-AB-KTY01/VT1:5-2-1-3][JSP-AB-KTY01/GCTP//35270:10:ZCTP/VT1#1]

‘ Alarm List Tue Mar 26 14:49:10 2013
Viewing Alarms 1 to20f 2 ) [1] 2] [/ O Tooltips Filter:
TimeStamp Root AID [ Description [ condition [ Prio | A PLNK |
15:46:54 05-FEB-13 | 6625:10:2CONN | [CALG-ABY-1-0...| Broken Connection Alarm 88 ’ B 354228:10:2D1
19:13:13 22-JUN-12 | 29894:10:2CONN | [CALG-ABX-1-1...| Service Affecting Incid... 85 Y |@ 8078:10:2D1

O enter New Note & view Modifications

O Home O Back O Forward O og out
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Telenium provides operators with fault management tools, allowing
them to detect network failures and quickly navigate through
affected equipment to isolate and correct any problems efficiently
and effectively. This functionality is achieved through a fast, high
resolution graphic interface connected to a high-performance
database.
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The unique object-oriented design of the database ensures the
impact of an alarm within the network context is quickly and easily
realized. This allows operators to identify equipment, facilities, and
customers affected by these failures.

The Telenium system also self-monitors and raises alarms when disk
or other system faults occur, such as when:

e Disk or memory capacities reach operationally low
conditions.

e Applications consume excess CPU time.

e Applications shut down unexpectedly.

All Telenium system applications are monitored and automatically
restarted if a failure occurs.

ALARM PROCESSING

Alarms are displayed graphically within seconds of being received
from the network element. Network fault management alarm data
consists of conditions reported by the field equipment. All alarm
event details, including the original message received from the
element, can be archived for analysis. An adjustable periodic display
of alarm events in your network is available from the Alarm Journal
tile in the Smart Tiles application.

L 2161341:11:2DI\TSP - Alarm Detail (o]l ]=
Description: Demodulator not locked D: NWYKNYLU10
AID: Slot 1 Event Count: 1
Condition: Normal + Duration of alarm:  000-00-00:01
Acknowledged at: By:
Current Normalized Information: 29-NOV-2012 13:32:30 Duration: 000-00:01:09

Trap detail : Enterprise ‘sbxnEventLogEvents’ Trap ‘eventLogOccurrence’ (1)

Description : This event indicates that an event defined in STXN-EVENTS-MIB has occurred and has been logged in the event log. The event contains details
on the event described in the eventLogText object, and the unit's serial number defined in the m

event Log Text: 16446 2012-11-25.03:33:02 6 Demodulator not locked 0Slot 1 Slot 1 SYS

Previous Alarm Information: 29-NOV-2012 13:32:29

Trap detail : Enterprise ‘sbxnEventLogEvents’ Trap ‘eventLogOccurrence’ (1)

Description : This event indicates that an event defined in STXN-EVENTS-MIB has occurred and has been logged in the event log. The event contains details
on the event described in the eventLogText object, and the unit’s serial number defined in the m

event Log Text: 16440 2012-11-25.03:32:45 2 Demodulator not locked 0Slot 1 Slot 1 SYs

Partition: Function:
Ticket:
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ALARM CHRONO

Alarm surveillance is crucial for detecting network problems.
Telenium’s fault management applications continuously process
thousands of alarms per second and automatically sort alarms into
user configurable groups. System Administrators can color code
alarms, so their priority reflects the severity of the originating alarm.

Alarm Chrono displays current alarm lists and alarm information for
all equipment in the network, and can be used to acknowledge,
enable, disable, and sort alarms for enhanced system monitoring.
Alarm comments can also be added to alarms to help field
technicians communicate with operators.

L EMS EMS\EMS - Alarm Chrono [o = ]=:]
File Edit View Tools Help
atarm Counter | IR MA-6 MIN - 197 INFO-0 | NECGM-7 COMM-0 WDG - 0 NMAP - 1
De-=>- B & T AR e E B o filter] -G g Editing columns for: Default -8
SYS$AOR\ - 0c12 0c3 COMM FUIL - NORTEL  Door HVAC West Centrl East
lists | Favorites| &= 4
List M@ || [13:33:05 T4-FEB-15 000-00:00:30 2666:1-2D]  $TMGRBP Process Running on Member 1
Match [* || [13:32:57 14-FEB-15  000-00:00:08 1159:100:2D]  BALT-J-1 Loss of Frame
13:32:51 14-FEB-15  000-00:01:00 1137:100:2D| RDDR-H-6
14 « ‘ 1102000204 p | p | |13:32:43 14-FEB-15 -00:01:0( CGY-A-7 SES
4000 A | |13:32:43 14-FEB-15 CGY-A-7 Loss of Frame
4400 13:32:42 14-FEB-15 13:32:42 14-FEB-15 CGY-B-2 Loss of Frame
4401 13:32:42 14-FEB-15 3 13:32:42 14-FEB-15 EDM-C-12 Loss of Signal
Agent1 13:32:42 14-FEB-15 BALT-J-2 Loss of Frame
Agent2 13:32:42 14-FEB-15 BALT-J-2 Loss of Frame
Agent3 13:32:36 14-FEB-15 EDM-C-12 SES
Agentd 13:32:36 14-FEB-15 1152:100:2D| CGY-K-7 Loss of Frame
W BAT 13:32:36 14-FEB-15 1432:150:2D|  LTHB-0-12 Backup Memory Failure
BALT-J-2 13:32:34 14-FEB-15 2678:10:2D| 4000 Network Element
CGY-A7 13:32:33 14-FEB-15 692:120:2D| EDM-D-4 Alarm Priority Change (SA/NSA-CR;MJ;MN)
CGY-AS 13:32:27 14-FEB-15 1135:100:2D]  CGY-B-2 BER
W CGY-B-1 13:32:21 14-FEB-15 2341 4401 Port 1 Logon Sequence
W CGY-B2 13:32:21 14-FEB-15 13:32:21 14-FEB-15  1428:150:2D| VISTA POWER FAIL
CGY-C-5 13:32:21 14-FEB-15 1551:150:2D| C15454 IMPROPRMVL
CGY-C6 13:32:21 14-FEB-15 1563:150:2D] 4400
CGY-C8 13:32:21 14-FEB-15 1555:150:2D| 4400 Loss of Frame
CGY-C-9 13:32:06 14-FEB-15 13:32:06 14-FEB-15  47:100:2D| CGY-K-7 Loss of Signal
CGYIL 13:31:43 14-FEB-15  000-00:01:22 1202:100:2D]  CGY-)-1 Path Fading
CGY-3-2 13:31:43 14-FEB-15  000-00:01:22 1182:100:2D| CGY-)-1 BER
CGY-K-7 v ‘53:31.‘43 14-FEB-15  000-00:01:22 1138:100:2D1 CGY-1-1 Binolar Violation Tl
MQA2 | TELENIUMUSER 2 1 to 24 of 577 EMS\EMS




CHAPTER 3: FAULT MANAGEMENT

ALARM COUNTER

Alarm information can be exported into easy-to-use presentation
views, charts, and 3D rotations through our Alarm Counter
application. This tool provides a categorized count and graphical
interpretation of active alarms, to quickly assess the health of the
network.

EMS EMS\EMS - Alarm Counter =
Category Description | Alarm Count _ [Alarm Color

1 CRIT 41 Red

2 MAJ 4 Orange EM S

3 MIN 8 Yellow 2

4 INFO 0 Cyan 3

5 NECM 5 DeepBlue

6 COMM 3 Violet S —

7 WDG 0 Tan

3 NMAP 2 White MAY -4

MIN - 8

INFO-0

NECM - 5

COMM - 3

WDG - 0

NMAP - 2
41
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PoLicYy MANAGER

Policy Manager gives you extensive control over every alarm, event
and analog handled by the Telenium system. Policies can be created
to affect a myriad of characteristics including setting alarms to one of
99 different priorities, enforcing analog threshold limit checking and
modifying alarm descriptions to improve readability

“%a QMAFQAL - Policy Manager - Edit Mode - o x
O30 ~[0 > mamroices > wELsE > Low ot > .
e 63

- Recard Selectof B

Type: ELSEIR Name: [[owFast ]

[ Enabie:
® iFelock IFELsE Enabled

® i wainwegnzs [ @ondiions

[[cxmonave T oo [ rovex ] compare Teofal]| (2

Aarm policies

@ SATGH on cLSTER
® O EMA
® SWTCHon ne

Priority| Alarm Conditionformal ConditiofAuto Normaliz.

5

Gen.

Alar
1 Failed Normal
1 Failed Nomal

1 Disabled | Enabled
® OE vhuost

2
3
N
® SATCH on proTocoL s License PAK not found 1 Aam lear
® SMTCH on caroNAME 6
® SMTCH on CARONAME 7
@ SMTCH on caroNAME 8
SMTGH on Ne °
SMITGH  on pROTOCOL

Major Nomal

IFELOGK GPMAP-POLICIES
o OSE wis

® SNTOH on NoDELPREFIX

® IFELOX subar

OO0OROO0O000008OO00
Q000 @E@@DDD@D@@E%

18 Network 1 Mounting | Mounted
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ALARM HISTORY

The Alarm History application shows the local alarm history stored
in the database. The number of history entries stored in the logs at
the network element and global level is determined by a
customizable parameter.

ML Alarm History - 5:150:zNE\EMS = ===
File Edit Export Tools Help
Updating Alarms On 7|4 & B E
Lists | Favorites| @ T = Date/Time NE AID Description Condition A
List » |2012/04/12 10:4... OPM34-HX EQPT:PSX FRNGSYNC MI-NSA +
Match [+ m | 2012/04/12 10:4... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA +
FaRp e 2012/04/12 10:4... OPM34-HX EQPT:PSX FRNGSYNC MJ-NSA i
2012/04/12 10:4... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA =
jﬂgg 4|l ]2012/04/12 10:4... OPM34-HX EQPT:PSX FRNGSYNC MI-NSA +
4401 2012/04/12 10:4... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA +
Agent1 _ 2012/04/12 10:4... OPM34-HX EQPT:PSX FRNGSYNC MJ-NSA
Agent2 - 2012/04/12 10:4... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA
:gz:g 2012/04/12 10:4... OPM34-HX EQPT:PSX FRNGSYNC MJ-NSA +
BALT-H 2012/04/12 10:4... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA +
@1 BAITI2 2012/04/12 10:4... OPM34-HX EQPT:PSX FRNGSYNC MI-NSA
CGY-A7 2012/04/12 10:4... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA
ot 2012/04/12 10:4... OPM34-HX EQPT:PSX FRNGSYNC  MI-NSA +
CoY-B2 2012/04/12 10:4... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA +
CGY-CS 2012/04/12 10:3... OPM34-HX EQPT:PSX FRNGSYNC MI-NSA
CGY-C-6 2012/04/12 10:3... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA
corcs 2012/04/12 10:3... OPM34-HX EQPT:PSX FRNGSYNC ~ MJ-NSA +
v 2012/04/12 10:3... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA +
62 2012/04/12 10:3... OPM34-HX EQPT:PSX FRNGSYNC MJ-NSA
CGY-k-7 2012/04/12 10:3... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA
Eow1 2012/04/12 10:3... OPM34-HX EQPT:PSX FRNGSYNC  MJ-NSA +
EDM-M6 2012/04/12 10:3... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA +
EDM-M-8 2012/04/12 10:3... OPM34-HX EQPT:PSX FRNGSYNC MJ-NSA
EDM-P-3 2012/04/12 10:3... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA
Egmﬁg 2012/04/12 10:3... OPM34-HX EQPT:PSX FRNGSYNC MI-NSA +
HRVR-L1 v|| 12012/04/12 10:3... OPM34-HX EQPT:VTX-13  IMPROPRMVL  CR-SA +
2012/04/12 10:3._. OPM34-HX FOPT:PSX FRNGSYNC M1-NSA ~
DEM3 | TELENIUMUSER
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Telenium allows associated alarms to be organized into incidents for

better tracking and control of alarm events. Once created, these

incidents are available in other applicable Telenium applications.

B8 TDN Alarm Incident Manager

File Tools Help

=< Antennashift
i@ AntennaDown (6)
=i-[= DISABLEDGROUP
1--@) DISABLE24HOURS (0)
++&) DISABLECUSTOM (0)
1.4 DISABLEUNTILNORMAL
B F2
L. f2xx (0)
L& fayy (1)
=1- FireAlarm
) FireAlarm2 (1)
@) FireAlarmActive (0)
== Flood
&%) CLGYABA45FLOOD (1)
L&) CLGYABCOS (0)
=1-[ INCIDENTS

Ll

[=lal=<
AntennaDown
Name |Antennabown Advanced Function
Description | |
Color ~ Root Record AID Description State Username Note Tim|
, NDGVIFF20 8763:10:2D URI help URlam  TELENIUMUSER 16:1
MVBHEKH09 1387:10:2D Network Element Visibilty Lot ~ TELENIUMUSER 15:1
THCHBNB23 6418:10:2D Port 1 Communications  Failed TELENIUMUSER 15:1
DGHIMVY26 7758:10:2D OCI2:FAC-17-3 | Loss of Frame M-SA + TELENIUMUSER 17:1
THCHBNB23 6421:10:2D Network Element Visibiity Lot~ TELENIUMUSER 15:1
[ o cTFRR17 8211:10:2D STS3CISTS6-10-1-4 OV (1-DAY) SHI TELENIUMUSER 15:3]
« m ,

FQA1 | TELENIUMUSER

AREA OF RESPONSIBILITY (AOR)

Telenium AORs allow correlation of alarms based on user-defined

parameters such as geographic location, network element type,

alarm severity, alarm impact, and many other combinations of

criteria.

FQLIVO75.1.118 - TELENIUMUSER = _ X

| Admin -

[ECHH I e ovoe

ocssorevs [N O0R [GR] [wAe] svsre [N I
svssnorout [ IENER IR | zrone | [BANTELY JBATTERV] occ> [Nocdan [NocH
tocsaorvrot [N MR minor  [NWARNDN svstem |JNNOAING

syssaorems  [JIERN NUATENGY) INGENIN | Envio | securrry [JEERASH [NBALIASY [HousTon

PRT-DEMFQLL | MiceGR

Configuration - Provisioning - Reporting - SmartScripts ~ Surveillance - Server Tasks ~ | i~ [no filter]

o | I O =

Incident Bar

s R
locA0R
svssuon

FoLL

053 El

SYSSHOR
TESTAOR
EQUIP-AOR
TRAINING

Create New AOR...

Lo ll= |

@ @@ p @ ummO
MNT x 7|
X!

ONUINE | sTATUS x|
T
x|
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PING UTILITY

The PING Utility application displays the ping status of the selected

network devices and indicates a loss of signal alarm if the ping
timeout threshold has been crossed. Numerous networks can be

displayed concurrently for a specified time range.

T4 PING Utility - m} X
File
Device List < fr“ Devices =
4 H NETWORK N o and drop it that column
| ] E
» M DUALATTACHED REMOTE SITES . ‘
B BNF-CNAS150A61  bnfcs'5 1011597  Ciena
» M GENRTUNETWORK TUNNELS
W CGY-AC7210A10 QY-S5 101342 Alatel
» M STATION NETWORKS
B CGY-CSC54XMB99  GQY-C5-2 10.126 Cisco
b B VSAT Devices
B BNF-CSC77N6B99  bnfcs-1 1011512  Ciso
4 M WI-MAX DEVICES " 4
- edm-cs-
B bnfes1 W EDM-CYNZ732A90 1013827 Cyan
LTH-FLW7500091  Ith-cs-2 1016811 i
B prfcs2 = Fujtsu
n M HRV-CSCV204B99  hrv-cs-1 101476  Ciso 4
® pnfes6
]
9y-100 50- Legend
45-
gy-cs-1 . gg bnf-cs-5 hrv-cs-1
o
Qgy-cs-2 E 3 QysS QY3
=3 =
o O3 £ 1% ————— agy-cs2 & @y100
10+
m Ors4 8- bnf-cs-1 edm-400
(I I A I A I R I I
m 9yesS DU SN U N U SN AN AN edm-cs-4
N S S I S S
m Y6 ST IS [=] tth-cs-2
B gys7
NML
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11 FQAL - CGY-K-7\FQAL - Element Provisioner == =]
Fle View Tools Help |

[ 0B Query | O | nequen | |o|&

Sl Provisioning for CGY-K7 Cisco 15454 v0.1 Ener Crosscomect STS1 750

£ Model Tasks
;5‘[ . NE (Logical and Physical) ~ | & Cross Connect Model Port Attributes i X
fatch |+ & Connect

i P —— 1:Sours D . [EETE

Enter Cross-connoct STS1 5 117

g o oo 1920 S Bl

Enter Cross-connect STS18C 3: Type of Connection @y © wabc © twaren
Enter Cross.-connect STS192C
Enter Cross-connect STS24C © 1WAYMON © 1waPcA @ WAy
Enter Cross-connect STS36C
Enter Cross-connect STS3C @ awavoc  © 2waveca © DIAG
Enter Cross-connect STS48C
Enter Cross-connect STSGC
Enter Cross-connect STS96C Command List - 1 Command L 4
Enter Cross-connect STSC NE AD # | saws Command
Enter Cross-connect VT1 CGY-A-8 STS1-71 @ 1 ENT-CRS-STS1::5TS-1-11-1,STS-1-17-1::53,;,,7-
Enter Cross-connect VT2

Retrieve Command Feedback 3
quipment Feedback. . .

Aarm View | Comm, Monitor | =
Viewing 1 to 8 of 67

Time/Dete ste AID Description Comments | Priority
16:10:12 06-Mar-13 CGY-K7 Network Element Visilty b1}
16:09:10 06-Mar-13 oYK7 b1}
16:01:44 06-Mar-13 oV 8
15:11:11 06-Mar-13 oYK7 testaid2 44
o [ (THBAS 33 06-Mar-13 oYK7 testaid 52
LTHB-C2 11:13:12 06-Mar-13 Cov7 OCI2FAC16-1 1
& MDHT-FS 11:10:41 06-Mar-13 oYK7 STALZCSTS17-1-1 1

FQA1 | TELENIUMUSER | ANTWRC06

Network elements are accessed and managed over your network
using Telenium'’s configuration tools.
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TELENIUM MODELS

Telenium’s unique concept of modeling network elements makes
turning up and maintaining your network management system fast
and simple. Models describe the entire range of card configuration,
alarms, and provisioning commands available on a network element.
This template can be applied multiple times to represent each unique
element in your network. When combined with the AutoDiscover
feature, you can have full network surveillance on your network
within hours, not days. AutoDiscover queries the database to
populate records to exactly match the physical configuration of a
piece of network equipment.

% EMS CGY-KT-J2\EMS | BTI7200093A1 - GSM [o ===

File View Go Tools Help

| B P @ « = |28 corkrizemsprizaoss ¥ EMS ¥ SYSSFILTER
= NE: BTI7200093 Associated Data

Logical View
PM Schedule
_I Maintenance Mode

BTI 7200 R9.3

_l Comm Enabled = TL1 User Account Group
DBQuery:[ T v]  NEQuery
_I Re-Sync All _| Re-Sync Alarms _| Re-Sync X-Connects  _| Re-Sync Svc State _| Auto Discover
VERIFIED VERIFIED VERIFIED
NE Info -

Main Shelf BTI 7200 Main Shelf

Expansion Shelves

Serial Port

Management LANs

Craft LAN

Management LAN

User Alarms

D4OMD Interfaces
Main Shelf Info

Shelf Access 1D

Main Shelf Interface

Cooling Units

System Control Pro Int

Muxponder Interfaces

Optical Amplifier Int

DCM Interfaces

MUX/DMX Interfaces : [I ~
Transponder Interfaces

PacketV Interfaces comus WA= ) 4
GCCO Services - 22

OSC Interfaces
OSPFs

OSPFIFs

Shelf Interconnect Slot
Power Units

Filler Cards

Shelf Interconnect Plugg i
Dynamic Optical Layer
 Expansion Shelf - 1

 Expansion Shelf - 2 |
1 D4OMD Interface (1-128)

1 D4OMD Interface (129-255) . TELENIUM

BTI7200093A1

DEM2 | MEGASYS IDisp\aying graphic: CGY-KT-J2\EMS|BTI7200093A1 ‘-‘ 4

Googor MR~
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SNMP MANAGEMENT

This application allows system administrators to compile SNMP
MIBs, create a model, and customize how Telenium processes traps
received from the equipment associated with the MIBs. A model
generated in this way will not support any of the higher functions
offered by a full model developed by MegaSys, but still allows you to
monitor the device.

=2 EMS - Trap Configurator [= ]l =5
File  Help
B E @
= [ Models || Trap Description
= (CSC3548010 M —
+ adslAtUCTfaPSU Model Name: CSC3548010 R r
Trap Name: bstunCUStatusChangeNotification -
+ [ adslAturTraps0 Trap ise: bs ificati - 1.3.6.1.4.1.9.9.35.2.0
+ atmPvc TrapsPrefix =
+ atmflma MibTrapPrefix A
* 4] bgpNotification 1 bstunRouteIP IpAddress (i)
+ bgpTraps
= bstunNotifications 2 bstunRouteBIPForeignPort Integer32 [i)
bstunCUStatusChangeNotific 3 bstunRouteBIPLocalPort Integer32 (1] 3
bstunPeerStateC ificl | -

bstunPeerStateChangeNotific
€2900MibNotificationsPrefix
CAAAServerMIBNotifications -,
CAtmPvCTrapExtnMIBNotif Alarm description | Received $enterprise $trapname($trapnum)trap

cEigrpMIBNoifcatons ste

cErrDisableNotificationsPrefix

Basic | Advanced

cEventMgrMIBNotif Event Yes -
cHsrpMIBNotifications X ——
HpSVpnNotfs proiy
caemMIBNotifications Detail
ccCopyMIBTraps
ccmCalHomeNotifications Condition Alarm
ccmeMIBNotifications
cdeTraps AID

cdottagNotifications
cdot30amNotifications
cdspMIBNotifications Network element
cefcMIBNotifications
cempMIBNotifications
cieMIBTraps
cipSecMIBNotifications
cipsMIBNotifications

cisco

ciscoAlpsMIBNotificaitons -
[ T 5

Match

AR R R AR R
&

FQA1 TELENIUMUSER = CSC3548010 i bstunCUStatusCt
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REACHTHRU

CHAPTER 4: CONFIGURATION MANAGEMENT

This diagnostic tool for communication issues reviews messages
passed between a network element and the database, pinpointing the
source of communication breakdowns so they can be fixed.

Messages consist of:

e Commands sent by the subdriver.

e Physical equipment responses to these commands.

e Autonomous messages sent by the equipment.

1. TDE TDCIS1 - ReachThru
File View Display Configuration

Subdrivers:l Execute Command [© FR

rtrv-hdr

Help

NEs:

Command: W | Connections:

7 7~

[=][E =%

CLGYABCO1 v
default

~

CGY-KLM-J1 10-02-12 16:36:26
A 93085 REPT ALM T1
“DG1-T3-2,T1:AB,RED,BBW, ,,,”

CGY-KLM-J1 10-02-12 16:36:26
A 93085 REPT ALM T1
“DG1-T3-2,T1:AB,RED,BBW, ,,,”

CGY-KLM-J1 10-02-12 16:36:26
A 93085 REPT ALM T1
“DG1-T3-2,T1:AB,RED,BBW, ,,,”

FQA1 | TELENIUMUSER

10000
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Telenium users can provision managed devices through an intuitive
interface that supports the customizable sequencing of commands.
The integrated security features of the Telenium database implement
user level restrictions on provisioning commands, and all commands

are logged in audit history.

11 FQAL - CGY-K-7\FQAL - Element Provisioner ERECHE
Fle Vew Toos Hep
3| o8 query 0| necwey Jo e
5 [rowets [ Provoning o GoMK Caeo ST Eomr G omeet 5151 7
s
:ﬂm NE (Logical and Physical) ~ \Cross Connect)\Connect\Enter Cross-connect STS1 Port Atributes 1 X
: [svit =
b1 [ o a—
@ 1war @ wwaroc & 1waven
@ wavmon @ 1wavpca D) 1way
@ awavoc @ awaveca O piac
‘Command List - 1 Command es
e | mp ol s conmnd
Covas  sisiii @1 TGRS STSLSTSL 111 ST 117153
Command Fedhack E
Feedback....
Verng 108167
= e o En Conmerts | ity
161012063 COVKT ot »
1605100 covir e %
T e — o E
FETBi e ) sz o u
MMM VKT esad i 2
Bt r——c ) ocRCEs s i
[ [ BT e r—— o ) SicsTsi-i1 i i
L i . 5
FOAL TEENUMUSER _ avvncts
W Tt E—
IR B o L Chnts Show ks Show SV Fcitics
L]
.
5 4 _
3
4
5
— .
3
1 3 il
S
!
2
2 =
® o
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SUBDRIVER GLOBALIZATION

Subdriver Globalization helps to avoid frequent individual updating
of model and communication parameters and helps manage tunable
parameters and policies from a global view. Changes can be made to
model and network element parameters and policies and then the
settings can be saved in Subdriver Globalization.

Subdriver Globalization gives you the option to set parameters such
as accounts, passwords, community strings and other security
related information at a global, protocol, model, and network
element level across the database.

@ subdriver Gobalization - O X
File Edit Options Help
System Global Definitions Tunable Parameters ‘ D‘
FARSCN Global Definitions i
Soft Card Polides ~ TLIC a
FARSCN Global Definitions Attribute Name Polide: N e ®
/] Inheritvalue € 100%
Ti1 Global Definitions Analog Name Polides nheritvalue TransportProtocol
D 515454050 ITU Condition Polices InheritValue € 100%TL1 DefaultPort l:|
P C515454092 ~ TL1Acount Information
(&)
B csis4s4096 v Subdriver Procedural Frequendes
P bnfes ~ TL1Response Timers
> bnfes2
InheritValue € 100%Default Timeout -
P bnfcs-5 ~
P bnfes-6 Inheritvalue € 100%Logon Timeout [ &E
> ay100 Inheritvalue € 100%Health Timeout 0
P gyt
> wycs2 InheritValue €2  100%Upload Timeout =
> ays3 InheritValue €9 100%1n Progress Timeout =
P wyca o
P gycss Transport Protocol
P ays6 This parameter defines the default transport protocol to use when communicating to TL1 b
> ; devices. Other options are TEINET.
Qy-cs- v
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() taffic Traversal - SV:695620658253 1096833 || 5:10:25V || Wireframe Circuit Example - u} X

im <l > Traverse [ 5:10z5\\GEM BBl Showsites | Showlink Clients  Show Links  Show SVC Faclities P _

— Root Service
[ o |

Wireframe Circuit Example

Fa /) @ Special Nodes
P 4 QA1
'/// — 4 1xDS0:1-9-1-L
e Y »
N o = o
- - L~ 4 1xDS0:1-9-4-R
W d R
~
S\ Graph Tree
» 4 QA1
1x0S0:1-9-1-L
T ( GIGE:Left-5
@ 4 Qa2
an-2
v C) 1%DS0:1-9-4-R
: . ] GIGERight-5
| directional) i i 403
‘ [directiona) } ( a GIGELeft-3
1 A\,-< GIGELeft-4
‘ \ Y

Telenium’s administration features allow you to generate reports
reflecting information contained in the Telenium database. In
addition to Telenium'’s easy-to-access pre-defined reports, you can
create customized, historical, and automated reports.
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You always have an up-to-date listing of what is in your network
because Telenium builds its database by querying the equipment
directly. Inventory reports identify circuit packs and their associated
service states and attributes, and are easily generated with
Telenium’s reporting tools. Telenium also provides a quick view of
your current bandwidth allocation.

r
TELENIUM REPORTING \‘5

Regulatory
Compliance

Telenium’s reporting application is used to collect historical and
online data, and automatically publish this data to reports that can be
emailed to selected individuals or stored in a directory. Telenium
Reporting includes the ability to create custom reports and also
contains a selection of pre-defined reports.

[ Tetenium Reporting [o=]==]
< Refresh Add Report @ Help
Report Definltions Report Results Report Parameters
(= Report Presets “| | User: TELENIUMUSER “| | service Rellability Report - Preset 1
[ Parameter Test The following reports were found for
) Field Test "RadioSystemReliability30Day”; Run this Preset
= Service Reports 04/07/2016 15:52:35 [X] [edit
22 [Service Reliability Report - Preset Start Date:
(= Alarm Report 00:00:00
[ 24hr Reports End Date:
8% TestingDate - Preset1 00:00:00
£2 CREATED DYNAMICALLY Show Service if 100% Reliable:
(7 Report Definitions No
Alarm Priority Mask Defining Reliability:
ALL-ALARMS

Customer Name:
All Customers

Schedule Report Account Name:

All Accounts
Report Frequency: Service Type: o
Yearly All Service Types
Months: Jan | Feb | Mar | Apr || May  Jun Specific Service Name:

Jul [ Aug [ Sep || Oct [ | Nov || Dec Custom Report Title:

Days: 102 3Q4OsOeD? Os @9 10
unn 1301140115116/ 1718 19( 20 3 4
200122 [23(124( 125126 127( 128129030
I TELENIUM i Wed Apr 06 2016 11:41:11 -0600 | Megasys
Time: 12:00 AM

Enter recipient email address:

Add email | | Clear

Folder Name:

# to Keep: 0 (0=All) OK Cancel
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TELENIUM REPORTING — PRE-DEFINED REPORTS

Pre-defined reports provide quick access to network data. Telenium
Reporting includes a selection of ready-to-use reports, such as:

e General Network Element Information
e Network Element Inventory

e Network Element Performance

e General User

e (QOS Manager Entries

e Service Reliability

e Network Element Reliability

e Site Visibility

e Alarm Frequency

3 Telenium Reporting = =]
T Refresh Add Report @ Help
Report Definitions Report Results Report
-1 @ Report Presets *| | User: TELENIUMUSER * | Service Reliability Report - Preset
#1031 Parameter Test The following reports were found for
. o " 4 Run this Preset
5 0 Field Test RadioSystemRelibilty30Day
=1 &> Service Reports 04/07/2016 15:52:35 [X] fedit)
£ Service Reliabilty Report - Preset Start Date:
=13 Alarm Report 00:00:00
# €1 24hr Reports End Date:
£ TestingDate - Preset1
§ CREATED DYNAMICALLY Townprten X {0 Tenumpepotg X
€sc

#1 £ Report Definitions

TELENIUMI\MCT | TELENIUMUSER | telenium_sess_u0003 OK. oo st covavis
ko1 o et 16307
ALCATEL 1630
1630651034
corTonz st covvm
Kooz Comm nterface: 16308
1620651034
o003 ste:

Kroo: Comm nteface:  163K15
ACATEL 1630

1630650

eI T4
Kros 62

ACATEL 1630

corvT0s

ALCTEL 1630
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P
HisTORICAL REPORTER \‘-/J

Regulatory
Compliance

Review previous alarms, audits, logins, and performance
management data to identify bottlenecks and potential opportunities.

Historical Reporter = | B 2%
Fields
o ime Prio Detal NE user Service Count  AID. ste Clent Protocol
Applied Filters b i petal oo
1 06/19/2013 00:00:00 61 N EML 0 NIGHTLY -
2 06/19/2013 00:00:02 61 N EML 0 TO-SRCHFILES =l
Expors 85
3 o6i92013000002 61 N Em 0 KITCHECK
Grid: Alarms 4 4 06/19/2013 00:00:02 81 N EML 0 SDELNE
5 06/192013 00:00:02 61 N EML 0 3:10:2TSKTY
From:  2013-06-19 00:00:00 6 osi92013000002 61 N em 0 2102TSKTY
To: 2013-06-19 02:00:00 7 06/19/2013 00:00:02 6 N EML 0 PAKCHECK
8 061912013 00:00:02 1 CBY-12KTY002 E 0C48:0C48-1-1 NORTHOZ CONVNTROTA  Tit
Where:
9 0BI19201300:00:02 61 COY-12KTY002 I 0048:0C482-1 NORTHO? CONMNTROIA  Tit
o 0 B1a013000002 65 N s 0 TO-SRCHFILES
n 08/19/2013 00:00:02 8 N SML. 0 3:10:2TSKTY
12 0612013000002 63 N sw 0 210:2TSKTY
1 0612013000002 63 N Em 0 NIGHTLY
1" 06/19/2013 00:00:02 61 N EML 0 SDELNE
[CGY-J2-KTY004/
15 0619201300003 1 N SML E 0CHBOCAE2-1]
[CGY-J2-KTY002/S
16 06/19/2013 00:00:03 1 N SML B TS1:STS1-EPG1-1-3-
)
1 06192013000004 61 N I 0 PAKCHECK
1 061192013000004 63 N Em 0 3102TSKTY.
19 06/19/2013 00:00:04 6 N SML 0 NIGHTLY
2 06192013000004 63 N SwL 0 2102TSKTY
2 06192013000005 61 N I 0 NIGHTLY
2 06/191201300:0005 21 CBY-12KTY001 14} 0C3:1-M9-1 SOUTHO1 CONMNTROSA T
N ] B
1- 19774 of 19774 tems
Aarms 4 % |
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NETWORK ELEMENT BACKUP @
AND RESTORE Segaatory

Telenium automatically backs up network element databases to the
Telenium server. Backups can be scheduled as often as required, and
the Telenium system automatically stores the last ten backups on its
server. Telenium can also perform a restoration of a previously saved
backup to the network element, providing rapid reinstatement of
service to customers. If the network element is completely isolated, a
field technician can simply download the backup image and restore it
directly to the network element.

~ @9 ¢ e Backup Report s - Microsoh Excl _ s x
/[ tome | mnset  Pagelsow  Fomuas  Data  Review  View Ch
a e = — — &5 T = Awsim - Ag
o Calir u -|[a W] [F=l=) Wrap Te percentag = or @
P oot panter (12 ][I A i ere & coreer - | FONEIS e e ot
ot & ot 5 gt i ot eding
52 -G CISCOFRAME27E o
A c o € G S [l
1 Model Last Backup Success Backup Avaiabilty Last 30 Days | Backup Availabity Last 60 Days. Backup Avallabilty Last 90 Days | Backup Availabilty Greater than 90 Days
2 |csts3ci090 8022% 392%
3 | csismaom 96.61% 97.32% 97.32% 97.32% 085%
4 155091 50.00% 50.00% 50.00% 50.00% 0.00%
5 | Cs15454092 9123% 85.02% 7.45% %.32% 0.28%
6 FLwatooos2 53.00% 92.56% 0.25% oL45% 030%
7| wa100082A 93.56% 98.07% 82.60% 20.23% 10.10%
8 FLwa100083 a5.00% 62.32% 0.25% 62.25% 0.30%
9 FLwas00111A 000% 0.00% 0.00% 0.00% 0.00%
10 oPTHS20092 000% 0.00% 000% 0.00% 0.00%
11 opTHTISI60 000% 0.00% 0.00% o00% 0.00%
13| Total 54.97% s8.14% s7.41% 55.03% 164%
i)
15
16
7
18
L Network Element Backup Summary
2
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2 o0
b
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3
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z w00
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0
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NETWORK VIEW

This application is used to view the topology of a telecom network.
Network View displays pipes, port names, port loads, and alarm
counts, as well as other information. The network can be presented
in a variety of different formats.

(B9 stz - ot (e ) - etk View B EE==)

CoAS_TELERIUMUSER
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TRAFFIC TRAVERSAL

This application presents the complete traversal of a service. You can
identify missing pipes or cross connects and broken endpoints are
displayed. You can also select a point in the depicted service to
launch supporting Telenium applications to facilitate
troubleshooting. The circuit topology presented is based on
knowledge gathered by Telenium from the network elements.

(T traffic Traversal - SV-6958575789570725537 || 121025V || P2P BulkT1E1 Unprotected xTDM to xTDM 12 vlan 103 PR o x
W< > raverse (B 18:10z5v Bl showsites | ShowlinkClients  Showlinks ~ Show SUC Faciities
o . . Root Service
= 1@ .l P2P BUIKTTET Unprotecrad sTOM 1o XTDM 1.2 vian 103 PR,
Special Modas
= S ‘oAt
L1 (@) % 4 (TOM 46}
| @)
QA2
‘ 4 TDMA-5-T
\.ji |
Yy |
L) Graph Tro
- 40 |
I \ HTDM1-4-6:1}
1 ETHBYFLeft-2
| | YRR
— GEERIgT 5 |
{ Y f Tun |
VirluglFoint S " Tur |
Virtual 4 |
Jay z
‘ ‘wm'v‘ri‘pp TunrekLelELER-
point clacs
|| paimmask o .
e name [ i \/\)-
model GEM120 h) - ) O
(. .
SUU
. 7 9
@ P
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TRAFFIC MANAGER

Capable of creating and displaying the entire layout of a service
connection, Traffic Manager presents a high-level view as a starting
point. Create different types of services to carry network traffic.
Traffic Manager can create new tunnels and pipes between network
elements to complete a service. Wireframe services facilitate traffic
getting from point A to point B.

Trattic Manager - o %
|
HE - A o | W # | add Connsetion | select service Ovartay | @3 |
Wireframe Circuit Example

Generic Wireframe Circuit
Unmoniloresd*

Design Components

4 [Q-1-0A-1/1x053:1-3-1-L ] | Q\-2-QA-2/15D50: 1-3-4-R | Exceptions:Broken,Des:
Primary State:Designing Exceptions:ianual

Parh Hap list
OA-1-QA-1/1xDS01 -8 1L
OATOAVGIGELSIDPAKOAJ/GISTLe i

|
Q2D T84 1 4

| Forwand Hest Hops | Reverse Nt Haps

Dirag = coluran heacer 320 3o it hers 12 group By tha calur

W,
- —
oAz GIGERIght 5 [QA 2/GIGE Left 4][QA 2/GIGERight 5] | ‘l
A1 el Left1ER-A | Tunnel-for-1-1-21 = ]
Qa2 Tunnel:RightELER-5 | Tunnel-for-1:1-22 : :
T g
Select Hop || Remove Hop

Show Sites | | Fit |
*
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PERFORMANCE MANAGEMENT

Analog Input Point M Comm IOLAN

®NE PERLE-1
55.555.55.55

Historical Data Trend

3.576667 14:45:00 29-APR-13
13 13
11.9167 11.9167
10.8333 10.8333
9.75 9.75
8.66667 8.66667
7.58333 7.58333
6.5 6.5
5.41667 5.41667
4.33333 4.33333
3.25 = 3.25
2.16667 2.16667
1.08333 1.08333
0 0
27-00:45 27-12:10 27-23:35 28-11:00 28-22:25 29-09:50
Point Information Alarms
AID: LANCE
e MGEEED Alarm DI Reference Limit Status
Group Definition:  IF-PM-5M o
Point Condition
Point #in Card: 1 o
Current Value: > 3.576667
Expected Value: 0 Lo
Trend Limits:
Rate Of Change: 0.000000 LolLo
Date: 14:45:00 29-APR-13
Maintenance: N ROCR/F :
JELENIGH

Performance management includes network utilization reports for
capacity planning and switch reports for cost analysis, service quality
metrics, reports for isolation of fault locations in degraded incidents,
and archival of performance data for various management reports
and trending.
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REAL-TIME GRAPHICAL TRENDS

The most recent 120 values of network performance monitoring data
are maintained in the database for immediate trend analysis.
Network performance monitoring data can be archived to allow long-
term analysis trending.

You can design performance trends with the Telenium Graphics
Editor (GED) for monitoring bit error rates, and other user-definable
network performance thresholds.

~\"Analog - Trend Analysis E’
Fle Vew Chat Toos Hep
<
Aributes BER (15-MIN) CV (15MIN) ES(1SMN) LOS (15:MIN) SES (15-MIN) UAS (15-MIN)
O 15MINS Closest Value: 90.00000 Time: 2010/03/05 04:15:00
T T T T T
1.60+08
1.556+06
1.50+06
|
|
1.45e+06
1.4e+06 |
|
|
,, 135406
]
k]
S senn
< 1250408
1.26+068
1.15+06
1.1+06
1.05e+06
16406
| I | | . . |
History Timestamps (1hr)
DEM2 | TELENIUMUSER /ANC PLNK: 59612:100:2NECLS\EMS 09:57 AM




39

TELENIUM NETWORK MANAGEMENT

NETWORK ELEMENT PERFORMANCE CHARTING
Network Element (NE) Performance Charting displays any type of
performance or analog data collected by the Telenium database.

Users have the option of viewing data as text values or one of three
graph types: area, line, or step.

| CGY - NE Performance Charting
File  View Chart Tools Help

o3
A

Lists | Favorites

o ==

oK & MQA1-VMS / 3:10:zNECLS\CGY

Match

Attributes Performance Monitor

4000
4400
4401
-l Agentt
B Agent2
M Agent3
M Agent4
M BALT-J-1

-1l BALT-3-2
-l CGY-A7
-l CGY-A8

-1 CGY-B-2
<l CGY-C5
¢ I CGY-C-6
- CGY-C8

L P T |

List
o

10303 p [yl

Internal Logical
Internal Physical

>

PMID
1-HR Available Pagefile Space (%)..
[/ 1-HR Available Pagefile Space (GB)..
[/ 1-HR Available Swapfile Space (%)..
[1/1-HR Available Swapfile Space (GB)..

Check All Uncheck All

1-HR Available Pagefile Space (%),,
MQA1-VMS/3:10:zNECLS\CGY
Starting at: 30/08/2014 10:00:00 AM
T T

90|

88—

86>
° SA—E

82—

80

09/07 00:00
09/08 00:00 -
09/09 00:00

o
o
T

09/10 00:00 |

[10.75.1:105 | TELENIUMUSER |

MQA1-VMS\Physical\3:10:zNECLS\CGY




40 CHAPTER 6. PERFORMANCE MANAGEMENT

(4
QUALITY OF SERVICE MANAGER \‘-/J
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Use the Quality of Service Manager application to monitor all types of
performance and analog data, and to automatically initiate alarms
based on customizable service level agreement parameters.

= QOSManager MEditMode ¢%4Q0S Y AutoRules BS Severity Levels @ Help

3 Ak@

A=l W Tier 1

2 Zhe W Tier 2

2=l MTier3

A Ek | Basic

2 Z= M Classic Plus
2=l M Advantage Plus

#Entries

Tier 1 Tier 2 Tier 3 Basic Classic Plus Advantage Plus

QOS Category

#Entries Currently in Alarm

Classic Plus - Charts A4z OOHE

2 5 £
¥ 3 H
Severity Levels Duration (Days) Duration (Days)
W0ccurrences - - #Outstanding Wy0ccurrences - - #Outstanding
#Entries Currently in Alarm by Severity Levels
Alarm duration Duration of entry oldest alarm
O  Classic Plus - List Fer [ ] Sortby |pricty>teme | = B0%XAvAazoOR
Service Name Customer/ Account Information Chrono Alarms

O G2.PSRTOLAOL-PRTLNDAE052001 Customer: 1611TLS5 Account: SRG Yei)
O B3ARBTIGHI03-ATLSTBBLP035001 Customer: 0281BRH2 Account: EQU aw
O  A1-GONFERDO1-TBLNTSLDO40001 Customer: 4047RRJ3 Account: MATI 2@
T MARTDLAVO0L-VBRUSTAA023004 Customer: 4046STS2 Account: MATI 210
a Customer: 2584IMU2 Account: ST EYen)
a Customer: 8357GVAS Account: ST EYG)
[w) Customer: 8357GVAS Account: ST 2013
] Customer: 2588TNU2 Account: ST EYe)
a Customer: 8815XXL4 Account: ARCO a2

11-20 of 92 10 | 25 | 50 | 100 | Al 123 40 Wt v
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SECURITY MANAGEMENT

Telenium utilizes a variety of features for network security controls
to protect your network from tampering.
<

Regulatory
Compliance

MULTIPLE LEVELS OF ACCESS

Set appropriate access privileges for a wide array of users. Users can
be configured for no access, read-only access, or read/write access to
the database. Users with read/write access can be further limited to

write privileges on specific fields only.

User Identification*
Enable all ¥

Training

Alarm Block

System Admin.

System Configurator

RCC Operator

DCP Operator

Security

Provisioner

User Task Actiwvation®
Enable all &)

[~] DEM Read uWrite Mode
[[JDEM Read-0Only Mode
[[JCreatesEdit DI Help
GED Access

G5SM Access

[[Jcan Send Messages
[[Jcan Receive Messages
Future Use

Session Activation Rights#*
Enable all %)
Read-0nly access Allowed
Read/Write Access Allowed
GSM Audio Alarm Y=0n
Create Serwvice Permitted
[“lupload Files in TelOnline

Supervisor
Home Phone
Office Phone:

Authentication Methods
EﬂTelenium Standard allowed
|v|LDaP 4llowed
EﬂServer 0s5 Allowed
Eﬂmindows Proxy A&llowed
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USER ACTIVITY TRACKING

All of a user’s activity, such as logins, login failures, alarm

<

Regulatory
Compliance

acknowledgements, provisioning commands, system configuration
changes, and rejected attempts to perform any actions outside the
user’s rights and privileges is tracked in the Telenium database and is
held in the historical files of the database for reference and reporting.

Historical Reporter

Fields

DB Login Failures

Select Data Set
Alarms

DB Login Failures
DB Logins

DB Write Log
Notification Log
PM Data

4 AuthMethod
2 RemoteAddr
4 Error

Applied Filters

No. Time
1 06/1912013 00:00:03
2 06/1912013 00:0003
3 06/1912013 00:00:03
4 06/1912013 00:0003
5 06/1912013 00:00:03
6 06/1912013 00:0003
7 06/1912013 00:00:04
8 06/1912013 00:00:04
9 06/19/2013 00:00:04
10 06/19/2013 00:00:04
" 06/1912013 00:0004
12 06/19/2013 00:00:04
13 06/19/2013 00:00:04
4 06/19/2013 00:00:04
15 06/1912013 00:00:04
16 06/19/2013 00:00:04
17 06/19/2013 00:00:04
18 06/19/2013 00:00:04
19 06/19/2013 00:00:04
20 06/1912013 00:00:04
21 06/19/2013 00:00:04
22 06/19/2013 00:00:04
23 06/19/2013 00:00:04
2 06/19/2013 00:0004
2% 06/19/2013 00:00:04

Action
LOGIN
LOGIN
LOGIN
LOGIN
LoGouT
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LosouT
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LosouT

User
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER
TELENIUMUSER

Client

1- 606 of 606 tems.

(B e

server.
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2
primary2

[e®]kx]

Server App.
walchdog log
watchdog_log
hiscol_postietch
watchdog_log
Hiscol_postietch
watchdog log
watchdog log
wachdog log
watchdog log
walchdog log
watchdog log
watchdog log
watchdog log
watchdog_log
hiscol_postietch
watchdog_log
watchdog log
watchdog_log
hiscol_postielch
watchdog_log
walchdog_log
watchdog_log
watchdog_log
watchdog_log

watchdog log |+
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v
SECURE AUTHENTICATION \‘-/)
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Telenium supports both the Lightweight Directory Access Protocol
(LDAP) and the Remote Authentication Dial-In User Service
(RADIUS) for authentication to the Telenium database. Additionally,
a user account must be defined within the Telenium database to
describe the rights and privileges any users have once they
authenticate with the external LDAP and RADIUS servers.

Log In - Telenium Network Management System [=Ra]
Server : | TELENIUML - (%]
T ELENI UM

ﬂ LogIn [&% Advanced

Username:
| teleniumuser

Password:

Database:

This software is licensed
and registered to:

'gaSy

Telenium™s provided under license by MegaSys™ MegaSys

MegaSys and Telenium are registered trademarks of MegaSys Enterprises Ltd.  Notwork Managoment Setutio
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(4
NE PASSWORD MANAGER \‘é
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From the Telenium network management suite, appropriately
privileged users can add, delete and revise all accounts and
passwords on network elements. NE Password Manager provides an
intuitive interface for the creation of user-defined macros of the
procedures required to change user names and passwords on even
the most complex devices.

{% DBS - Telenium Power Tools

m Spreadsheet Management | Run Password Management | Run SNMP Management  Run Firmware Management  Run Custom _ Procedures [2)
Run | Selectall network elements Hide network elements without a valid profile  [¥] Enable create missing accounts
Select only Failed/Not Validated network elements

Hide network elements without valid procedure(s) [ Enable create extraneous accounts
Unselect all network elements

[5] BARRIEO3X001 Passed ~ | Accounts Network Element Terminal
] BELLEV01B002 . Create Tech_manager4

[Z] BRAMPO5T001 [C] Create Maint9 .
[C] BRANT01X003 [ Delete Maint2 User Access Verification
[] BURLINO1S008 [0 Modify admin
[C] CAMBRI23H001
[C] CORNW08G013
] GRSUD04X002
[] GUELPH01B007
[] HAMILT03G001
[] HAMILT10R013
[C] KINGST150010
[C] KITCHE073003
] LONDON8V009
] MARKHA01Y001
[ MISSIS05P014
[] OTTAWAO3N0O1
[£] THUNDE01Z010
[] TORONTO09A003
[C] TORONT10X001
[C] TORONT11B004
[ WINDSOR5T002

Password:

meg-csc2600:enable

Password:

meg-csc2600#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
meg-csc2600 (config) #username admin password admin level [Level]
meg-csc2600 (config) #exit

meg-csc2600#exit

TELENIUMUSER FQL1 DBS Process Complete! [l
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Q

FIRMWARE COMPLIANCE REPORTING
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NERC and CIP v5 require reporting of current firmware versions of
network elements. Firmware Compliance Reporting provides the
firmware status of devices, and also issues a non-compliance report
based on a comparison of actual firmware versions to the acceptable
firmware versions entered into the Telenium application.

{2 DBS - Telenium Power Tools

=]
Run Password Run SNMP. Run Firmware Run Custom _Procedures [2)
Run | Selectall network elements Hide network elements without a valid profile
Select only Failed/Not Validated network elements Hide network elements without valid procedure(s)
Unselect all network elements
[¥] BARRIEO3X001 Failed | Fimware Network Element Terminal
LIBELLEV01B002 Validated Network Element: BARRIEO3X001 ~ Meg-csc2600>enable -
[ BRAMPO5T001 Password:
[Z] BRANTO1X003 Valid Firmware: ~ 13,15",16.8 meg-csc2600#terminal length 0
= meg-csc2600#show version
L2/ BURLIN01S008 Current Firmware: 12.2(8r) Cisco Internetwork Operating System Software
L/ CAMBRI23H001 10S (tm) C2600 Software (C2600-I-M), Version 12.2(15)T1l, |
[/ CORNW08G013 RELEASE SOFTWARE (fc2)
L] GRSUD04X002 TAC Support: http://www.cisco.com/tac
] GUELPHO1B007 Copyright (c) 1986-2004 by cisco Systems, Inc.
] HAMILT03G00L Compiled Fri 30-Jan-04 22:59 by nmasa
[ HAMILT10R013 Image g :
[ KINGST15U010 ROM: System Bootstrap, Version 12.2(8r) [cmong 8r], RELEASE
[/ KITCHE07J003 SOFTWARE (fcl)
[/ LONDON8V009
2] MARKHAO1Y001 meg-csc2600 uptime is 3 weeks, 4 days, 16 hours, 56 minutes
] MISSISO5PO014 System returned to ROM by power-on
= System restarted at 18:06:07 MST Thu Sep 4 2014
L OTTAWAO3N001 System image file is “flash:c2600-i-mz.122-15.T11.bin"
[ THUNDE01Z010 =
[Z/ TORONT09A003 cisco 2621XM (MPC860P) processor (revision 0x200) with
] TORONT10X001 93184K/5120K bytes of memory.
o Processor board ID JAEOG010E6Y (31589923)
 ToronTi 8004 e osenias: poce ey hS
= Bridging software.
X.25 software, Version 3.0.0.
2 FastEthernet/IEEE 802.3 interface(s)
32K bytes of non-volatile configuration memor:
32766 bytes of processor beard System flash (Read/Write)
Configuration register is 0x3213
meg-csc2600#exit

TELENIUMUSER FQL1 DBS Process Complete! |
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SECURE VISIBILITY OF SHARED @
INFRASTRUCTURE Sogaatory

SECURE GATEWAY EXCHANGE (SGX)

SGX has been developed to provide secure visibility to shared
network infrastructure. The owner of shared or leased facilities can
grant trusted access to independent users of network components,
allowing cooperating providers to better manage their networks with
real-time network usage and performance information while
maintaining the security and confidentiality of all participants
without impacting the integrity of any of the individual intranets.

<4 EMA - Telenium Power Tools ===
"¢ - P— o
v | Add IP Address| SGX01.megasys.com | Restart Subdriver Refresh Network elements
~] Romove | Port 2060 & Megasys Server Default
Reset
Manage Trusts Configure Server Options
MegaSys_B Accepted Network Elements
AIR

¥| AIRDABOC3D01

Share Selected Network Elements

Statistics

Name MegaSys_B
Connection Online
Status Accepted
Remote system is licensed to received shares Licensed

Queue Length (Outgoing) 0

Queue Length (Incoming) 0
Sending to MegaSys_B (2) | Receiving from MegaSys B (1)
Network Element Queue Length (Outgoing)

Remove

BANFABOC3001

Remove

CALGABOC3DO1

TELENIUMUSER FQL1 DBS




TELENIUM NETWORK MANAGEMENT 47

r
EXTERNAL PERIMETER SECURITY \‘-/)
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Telenium External Perimeter Security records all MAC and IP
addresses detected by IP-based network equipment. Referencing
user-defined authorizations, EPS raises configurable events and
alarms upon detection of new or recurring connecting entities.
Information presented to the operators and to the historical files
includes the IP address, MAC address, DNS reverse lookup, and even
the manufacturer of the LAN card. Users can implement specialized
actions on detection of these unauthorized accesses to include
generating audible alarms, launching Advanced Logic Processing to
initiate blocking of access, emailing details of the event to specific
users or user groups, and generating SYSLOG messages to a security
management system.

L EPS FQL1\DBS - Alarm Chrono \i“ﬂ‘ @
File Edit View Tools Help
R RSN AN L8 Filtering for: EPS WG a = [=]
SYS$AOR\DBS - BSTNMA  CHIGIL  CLGYAB HSTNTX  PITTPA  SANFCA STTLWA TAMPFL TRNTON VANCBC ~WINNMB
Time/Date Network AID Description Condition St Alarm Duration
04:39:05 15-APR-15  CLGYAB-ROUTER ETH:1-3 Authorized Entity CLGYAB
04-22-4F-31-31-E2 - 10.75.1.3
04:55:37 15-APR-15  ATLNGA-RADIO ~ ETH:4-1 Unauthorized Entity Detected ATLNGA  000-00:01:05
24-77-03-4B-2E-E9 - 109.24.32.14 v
FQL1 | TELENIUMUSER 2 DBS
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ADVANCED TELENIUM
FUNCTIONS

JELENIUM. MegaSys

Home
O search Telenium IEEIES)
O Aarm st ol

D) Aphabetical List of Sites

O Aiphabetical List of Equipment
O Aiphabetical List of Customers
O Retrieve Network Element Backup -
D Upload File Manager

O Enter New Note 0 View Modifications

O Home

| Network Element Backup Summary
i

) e

2

e -

A -

» oo

El

- e ) e P

Telenium’s advanced functions provide users with additional
database management, alarm escalation, network restoration, and
network element provisioning capabilities so they can efficiently
configure and manage a wide array of network information from a
few key applications.
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BULK IMPORT/ EXPORT

Import and export network information in a database using
Microsoft Excel spreadsheets. This configuration management
feature also allows you to make backups of a database, see what
information is contained within your database(s), and input new data
into the database from one simple tool.

& EMB - Telenium Power Tools Salnle )
BBEEE sukioad | Goneral | NeworkElements and RTUs  RTU PointDefinons _Pipes _ System Configuratons Q@
Action: Export ¥ || Accounts Groups. Logon Account Information

Customers Licenses Logon Group Account Information

Servces stes

TabPage MyTabPage Sites
Site Name | Description Address Address2
7 1 |BAcTe Baltimore West Channel - J1 1810 Cuba Street
Show Only Eroneous... | L1 2 [saTy2 Baltimore North - J2 Shot Tower Station
3 [cevat Calgary Bowness - A7 481h Avenue NW
4 [covas Calgary Ogden South - A8 1121 Olympia Drive SE
5 [covet Calgary Downtown South - B1 522 17th Avenue SW
s [covs2 Calgary Downtown West - B2 1135 8th Avenue SW
7 [cevcs Calgary Deerfoot - C5 112165 Avenue NE
s [covce Calgary Beddington - C6 57 Bermuda Crescent NW.
9 [covce Calgary Nose Hill-C8 John Laurie Bivd NW
10 [cevcse Calgary Sunnyside - C9 902 2nd Avenue NW
1 [ceva Calgary Chinook - J1 6455 Macleod Trail SW
12 [covaz Galgary Anderson - 12 11425 Anderson Station Way SW
13 [covkT Galgary Banf Trail- KT 1212 Capitol il Crescent NW
14 [EDMF1 Edmonton Belvedere - F1 13509 54 St NW.
15 [EomF2 Edmonton Mayliewan - F2 408 Ozerna Road NW.
16 |EOMM6 | Edmonton Ormsby Place - M6 6301 184 Street NW
17 |EOMM8 | Edmonton Cameron Heights - M8 Cameron Heights Dr. NW.
18 |EOMP3 Edmonton Hazeldean - P3 7304 93 Street NW/
19 |EOMP4 Edmonton Pleasantview - P4 10924 60 Avenue NW

Validation Complete

Number of Erroneous Cells: 0

TELENIUMUSER FQLL DBS
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EMAIL AND ESCALATION MANAGER

Telenium will send email notifications to selected recipients. Emails

and escalations are triggered by the occurrence of a configured policy
based on specific alarm conditions.

&= EMS - Trap Configurator El

File Options Help QASUPPORT is Editing  Enter Edit Mode

Policies | Pager Groups | Pagers | Schedules | Messages | Gateways | Defaults]
Policies
o
@ AC/DC Power CGY
@ Criticals for Joe
@ NE Connection Lost for More than 15 Minut
Critical for Support
@ Alcatel Alarms 2 minute Delay

Policies are processed when the alarm information matches all the rules in the "Matches” section and occurs within the scheduled

AC / DC Power Alarms 1 HR Delay

[] 1s Escalation Policy [/] Enabled

[PRIORITY ~) Equals [21 . Add New Match

Match supports wildcards:

* 1 0 or more characters.

% : 1 character

Priority matching supports comma
separated images, such as:

»

Escalation Policies

+ B8 24/7. Every week. Page Delay = 01:00:00. Message = 1 Hour Del
+ B8 24/7. Every week. Page Delay = 01:00:00

+ % Monday thru Friday 0700>1800. Every week. Message = Basic Al
«+ B 24/7. Every week. Page Delay = 00:45:00. Message = 45 Minute

New Schedule Rule

Remove Schedule Rule

Edit Schedule Rule

New Policy Delete Policy Rename Policy Move Policy Up || Move Policy Down

. Pager System is Running Configuration last modified on: ‘09:35:20 04-Feb-13

EMS | MQA2
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SMART SCRIPT MANAGER

Smart Script is the scripting language that interfaces with the
Telenium database and with local and network applications such as
Microsoft Excel, Access and SQL databases, enabling the user to write
and execute complex queries and commands through a GUI interface.

13/ DBS - Telenium Power Tools [= ===
=]
[ e— o
Functions | Create Form Run Network Element Selection Find
EditForm | Create New SmartScript Replace)
Delete Form

Options | Debug

4 [ Smartscripts
MEGASYS 1 $SWITCH(”BACKUP_REFOFT=ALL")

- 2 $EXCEL_OPEN()
¥ BACKUP REPORT .

(%> TELENIUM SELECT 4 Headers= $SATE(”Network Element, Comm Hame, Last Backup Status, Last Backup Date|
S TELSEL $SET_OPTION(” [*)

Dk

7 Sheet=$SATE(” “)

o = $FOR_EACH ( ¥REACKUP)

)= $IF(¥RBACKUP[1:10].NE.Sheet)

0 $EXCEL_SPECIAL(”AUTOFIT")
$EXCEL_SPECIAL(”STOFSCROLLY, “1°)
Sheet = $SATE(¥RBACKUP[1:10])
$EXCEL_CREATE_SHEET(Sheet)

4 $EXCEL_FORMAT _RANGE(E:E”, “0¥*)

5 $EXCEL_FORMAT_RANGE(F:F”, “0%")

6 $EXCEL_FORMAT_RANGE("G: 6", “0¥")

1 $EXCEL_FORMAT_RANGE(”H:H”, “0%")

18 $EXCEL_FORMAT _RANGE(T:I”, “0%*)

20 $EXCEL_WRITE_ROW("1”, Headers)

21 SEND_IF U
$EXCEL_WRITE_ROW(®*, ** ¥RBACKUF[1:1]°, > ¥REACKUP[1:2]",° ¥REACKUF[1:3]°, ¥R

$END FOR

24  $EXCEL_SPECIAL(”AUTOFIT")

25  $EXCEL_SPECIAL(”STOPSCROLLY, “1%)

$EXCEL_CREATE_SHEET(”Summary”)
Headers = $SATE(Model, Last Backup Success, Backup Availability Last 30 Days, Backup
$EXCEL_FORMAT _RANGE(”B:B*, “0.00%")
10 $EXCEL_FORMAT_RANGE(C®C:C*, “0.00%")
$EXCEL_FORMAT_RANGE(”D:D*, “0.00%")
$EXCEL_FORMAT_RANGE(E:E*, “0.00%")
$EXCEL_FORMAT_RANGE(F:F*, “0.00%")

TELENIUMUSER FQL1 DBS
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GRAPHICAL EDITOR (GED)

LR G =B GED is a Telenium module that
[co[wE9 e amex[wEo] dad | provides a development
#NE 30000000000000000 ] . :
el Hassads oo~ environment for creating maps
i BT = and equipment displays, enabling
— users to create custom graphics
Left 100 .
T En based on their needs.
[ Height 110

5@ ons
5 @ R COUPARTUENT | SSELPNT GXNECLS(1¢
DOTigger| NORUSO034E
@ FFALARIS | SSELPNT GXNECLS()
@ Basliect
= § s
BB Incuet?|
SERson
5 B Inciudk0|

& B okl

© B ez |
<l > P SsEAson

[DEM2 [Selecting an Obje [ 240, 168 720,490

@i Y =>4l VWO NeNOPNDABD

</
ADVANCED LOGIC PROCESSOR \‘ﬁ

Regulatory
Compliance

Advanced Logic Processor is a new application to the Telenium suite
that enables the designing of logic procedures (ALPs) that trigger
based on any combination of events, including detection of alarms,
changes to database fields, expiration of timers, and ON/OFF
indicators. Activation of the ALP can generate alarms, modify
database fields, execute scripts, or perform complex correlations.

. DBS - Teenium Povier Tools [SlE=s])
=]

RN 7]
Run | 7] Edit Mode Show Disgnostics Window | Change Event Configurator

A

Edi

Diagnosti

PRy View DigitalAlarmTag Gen Not Ruing
- 2l
> 1 Comple Gen Tt =
4 24 Generator Test L

Name Timer(Overrun Timer)
AH
3 A steps b eon
e — i e
Stept &
Jation K
O Correlation Ky
0 st @ | oy (secones) |
7 sept Descrption Overrun Timer
[T steps —.— Detail
Sl U Condit Aarm
R = prioity 1
o suftx
- Delay (seconds)
o o How long to dely the alarm inseconds
Comments:
This ALP N o Run, GeneratorFuelLevel an Bttery Power Levls. AL unexpected stuations
unring with AC powes,generator na runing it AC, genertor ful dopping 0, btery level dropping , generator unning ith AC power and approaching
environmental .
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TICKET MANAGER
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Ticket Manager works with Alarm Chrono to provide dynamic ticket
generation for network elements managed by the database. Create,
edit, view, and report on alarms and trouble resolutions with

Telenium tickets.

 MGT- Ticket Manager (=[]
ket anager | Report
Create | Add @ Toggle List Visibility | Al Tickets @ Type (@) Titke @ Closed By
Remove @ Number @ Assigned To @ Closed Date/Time
(o @ sote @ Created By @ ste
4 Severy 4 reted ate/Tme @ Network Eement
O ooy W N semn | pirests | oumoey | Guswsiuerie | Goty | CoseooeTne
] ] © | seetaste - sestagme |
conong [ TVEARY[Tro0050[oPeR o 60922 —Comm. s SoNEs_[TELENUMUSER [ 372672016 6 EIFRIFTS
canzm TNWSALARN _[TTo00185__[oPEN ormal EQPT.HODEM A4 - oder A4 Equipment WAITERS | TELENIUMUSER | 3/24/2016 9:5007 A 3/25/2016 9150
couses Generic__[Troooie7 __[cuosed ioh Gsco Router WAITERS | TELENIUMUSER | 3/23/2016 5:01:13 P VWALTERS [ 3/24/2016 5:0
oy Generic__[Tioooiss__[GLoseD ormal BC Ds1-1 NSON | TELENIUMUSER | 3/23/2016 4:49:11 PH_AJANSON | /24/2016 439
corer REUAVWETER [ TT000185__[CLOSED ion Conm Hapor s WARCY | TELENIUNUSER | 3/23/2016 4:10:33 PH|_DWARY
constz THMSALARY [TTooo1es[closeD igh RTU-LETH - - Comm: Faed WARGY | TELENIUNUSER | 3/23/2016 4:02:16 PH|_DWARCY,
corisnt AR [Tr00018s—[cLosep ion oo AUANSON | TELENTUNUSER | 3/23/2016 3:50:20 P AANSON
comnsn FIELDSUP__[TTooosz__[open orma oridge 1409 Ine 5150 rose Aoason [T 525 o]
e Toooie:_[cuosen ormal U Foure T ool ]
Covons GeNERIC_[Truoote0__[ove ormai i AANSON I 3/
conon 00179 [cuoseD ormal WU falure osAAON [T DSRAON
CGY20307 TNMSALARM | TT000178 CLOSED. jormal LTHBRDGOC3X01 - COM:SHELF - - Loss of Timing Ref. HWILKES HWILKES
conis CSWSARY [Tr000177 etosep ormat GRNDFLLS CISCOL - - Pont=2 - Rectiter Hinor s i AoATEON
cos Tooo17sJoren ormal Swich RTU ol Aanson [T 1
e Geec [Toooirs_[cuose ormal ensington est Line Picrowave Folure Gones 7 2 GRS
cosen TNWSALAR _[TT000173__[ore ormal - EQPT:NMU - Stobe System Falre___[GIONES W
caswo ThSALARY [TToo0172_[CloseD ormal e\ termal Arm I i DAY
corasars TNMSALARM | TT000171 [CLOSED jormal ~ EQPT:EXTINPUT-2 AC Power Falled AIANSON [T 3:37: "AJANSON
consr Geneie —[moooi7o —[cose> ——[rgn olp AL ENUMUSER | 3/6/2016 5:56:03 A |_AWILKES 5610
coent Generic[TToooies[cuosed[normal Glemore Ppe Antenna HWuKes ENUMUSER | 3/5/2016 8:27:53 AM |_AWILKES [3/42016 827:5¢
comms v 000169 (105 [Normal Summervile RV faiure Conan ENUMUSER | 33/2016 12:26:53 o] _Comaw | 3//2016 12
conrms TNMSALARM | TT000167 cLoseD Normal - RC3:RC32 - INCFAD CSHAW [ TELENIUMUSER | 2/26/2016 5:24:24 PM|_CSHAW. 2/27/2016 5
consics TNMSALARM | 7000176 CLOSED Normal LTHBRDGEOC3 - EQPT:RAC30-1 - Rx path failure HWILKES [ TELENIUMUSER | 2/26/2016 2:55:05 PM|_HWILKES 2/27/2016 2
comn RECAVHETER _[TT000174___[orey o bridgeand/Memotal Relay Comm Alarm s LENIUMUSER] 2/27/2016 128,49 A [2/2s72016 1.2
Coratoos RELAYMETER _|TT000173 __[CLOSED Figh Bumat B Crecte Tidet - T [ [ |_|2/25/2016 1
i TsaLARM [Tooo172_[close[Low “egrTn
coie TMSALARN [TT000171[CL05ED —INormal . ~ocs11 [1pe TR -
7 Rests)
TELENUMUSER TELENIUL T Tite 190 Resutt)
ske - DlAdd record
Network Eement * DA Record
Asgnment TELENUMUSER -
sewerty ® Hoh @ Low® Heckm® Normal
rote :

Eoc] o)
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DIAGNOSTIC AND RESOLUTION TOOL @
(DART) Regulatory

Compliance

DART is a suite of advanced Telenium tools designed to assist
operators and technicians with detecting, diagnosing, and resolving
network connectivity issues. DART also provides a real-time view of
communication outages for NERC/CIP compliance to site isolation
events and generates additional alarms should more than a specific
percentage of network elements at a site become unreachable or
unresponsive.

43 DBS - Telerium Power Tools ' [= ][]
g

A staus sarms | contiguraton ssues options °
[ste Y]

BARRIE03X001

BELLEV01B002 =
BRAMPO5T001

BRANTO1X003 BARRIEO3X001 BELLEV01B002 BRAMPO5T001
BURLINO1S008 . ¥ )

‘CAMBRI23H001

CCORNWO08GO13
BURL
115% 10.00%

GRSUD04X002
GUELPH01B007
12.50% L
GRSUD(MXDI)Z GUELPH01B007
11.11%
TORONT09A003

KINGST15U010
KITCHE07003
LONDON8V009
MARKHA01Y001
MISSIS05PO14
OTTAWAO3NOO1
THUNDE01Z010

HAMILT03G001
HAMILT10R013
.4, DBS - Telenium Power Tools =lE]Ee)
TORONT10X001
TORONT11B004 EERILIS oy ﬂ Status Alarms.

Confiuration ssues_Options )
WINDSORST002

Sl =1 =)

TELENIUMUSER  FQLI | DBS Last Refresh at 9/30/20

_—

gl N 5
AcOMMSumsAI:rms . - 3 s 3 s
s o o = -

4950515253545 56 4950515253545 55

Trace Route.

Reach Thru

TELENIUMUSER FQLI DBS Last Refresh at 9/30/2014 11:09:52 AM Refresh Complete! [l
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AUTO LOGON

55

Login to network elements’ management interfaces via SSH, Telnet,
http/https or even by launching the manufacturer’s own application.
User account and passwords are automatically passed to the
management application and protected from the operator’s view.

£, MCT - Telenium Power Tools.

MO sprezdsheet Management | i 7=
Create new procedure | Add ZNE to procedure
Edit procedure

Delete procedure

d Management

Add ZNEDEF to procedure

Auto Logon - Telnet
Auto Logon - SSH
Auto Logon - HTTP 1
Auto Logon - App

O NETSMART 500 Dashboard

=8k

Fie View NE Tools Window Help

L ne]

v
f—
s

Connection Settings.

1P Address

port:

=

Cose

=]

Run SNMP Manag

nent | Run Custom

Procedures | )
Edit Auto-Login variables

Procedure Name  Auto Logon - App
Procedure Type AutoLogin
Procedure Protocol | Appiication
Description

Port

Application Location

Window Name

Test Environment
Network Element Name

Variable Name | Value

Add Column Remove Column
Routine
Login
Clear Routine & Launch Routine Recorder
Action  Values
StartMacro ’, Width="525"
Mouse -
Mouse 64"
Wait
Keyboard
Keyboard Tab', KeyValue="9"
Keyboard LENIUMUSER"
Keyboard b, KeyValue="9"
Keyboard LENIUMUSER”
Keyboard | KeyCode="Tab", KeyValue="9"
Keyboard | KeyCode="Tab", KeyValue="9"
Keyboard | Value=" "
Keyboard | KeyCode="Tab", KeyValue="9"
Keyboard | Value=""50"lport]
EndMacro

Cancel

TELENIUMUSER TELENIUM1 MCT
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TELENIUM NOKIA NSP/NFM-P
INTERFACE AND SUBDRIVER

The Telenium Nokia NSP/NFM-P application is an interface
developed with cooperation from Nokia to provide Nokia equipment
representations within the Telenium database using the NSP Rest
Interface. The Telenium database is populated with current values
from the NFM-P solution, including network elements, pipes,
services, PM data, and alarms. New devices are automatically created
in Telenium, ensuring up-to-date representation of the network and
reducing Telenium Administrator efforts. Dynamic changes in MPLS
network traffic flow are recorded in Telenium, ensuring an accurate
depiction in Telenium of the current state of your Nokia network.

Nokia
MPLS Network

!

Nokia NSP and NFM-P Modules

I | Network

Alarms PMs Inventory Services Topology

vy

TELENIUM




CHAPTER 9:

EXPERIENCE THE TELENIUM
ADVANTAGE

Telenium offers a comprehensive solution to organizations that
demand a flexible, scalable, and reliable network management
system.

SUPERIOR SERVICE MANAGEMENT

Telenium automatically determines how your circuits are routed
through your network. Having a real-time accurate view of the circuit
routing provides a significant cost and service advantage.

Alarms are automatically correlated to circuits, facilities, and
customers; services and accounts are interrelated with customers;
and all services are linked and displayed on the appropriate
equipment and facilities.

The Telenium Traffic Manager can also assist with the design of new
circuits by locating available bandwidth based on the circuit
requirements.
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SYSTEM SCALABILITY

Telenium will continue to deliver comprehensive network
surveillance, configuration, and management as your system grows.
National and international telecommunications networks with tens
of thousands of managed devices use the same baseline Telenium
software as smaller regional installations.

PRODUCT VERSATILITY

Telenium is fully configurable to address the specific requirements of
your business processes and your users. Menus, alarm colors,
graphics screens, alarm priorities, user privileges, notification
escalations, and many other features are completely customizable to
suit your network management processes.

MULTI-VENDOR COMPATIBILITY

Telenium supports a broad range of network element vendors,
devices, and protocols. We are continually adding to our inventory of

supported network elements to fulfill our customers’ requirements.

3COM AT&T Cerent

4RF Communications Austron Ceterus

Accedian Avaya Charles Industries

Acme Packet Aviat Ciena

ADC Telecommunications Avtec Cisco

ADTRAN, Inc. Badger CNT

ADVA Bard Coastcom

Advantech Wireless Bay Networks Compatible Systems Corp
Airspan Bayly COMSAT

Alcatel Best Power Comtech

Alcatel/Lucent Bestlink Cordell
Alcatel/Newbridge Brocade Coriant

Allied Telesyn BTI Systems Corvis

Alpha Technologies C&D Technologies CXR Larus

AMETEK Cabletron Systems Cyan

APC CalAmp Dantel

Apcon Calient Datum

Appian Communications Calix Dedicated Networks Partners

Applied Innovation Inc.
Argus
Asentria

Cambium Networks
Carrier Access
Ceragon

DELL
Digi
Digital Link



Digital Solar Technologies
DMC Stratex

DPS Telecom

DSC
Dymec-Dynastar
Eastern Research Inc.
Eaton

ECI Tel

EFDATA

Ekinops
Electrospace
Eltek-Valere
Emerson Networks
Encore

Ericsson

ETS

Exalt

EXFO

Extreme Networks
Fial

Fore

Fujitsu
GarrettCom

GE

Generix

GRC

Haliplex

Harris

IBM

Infinera

Intelect

ION Networks
Ipitek

IRIS

ITL

JPS Communications
Juniper Networks
Landis+Gyr
Larscom

Larus

LightPointe
Lineage Power
Loop Telecom

TELENIUM NETWORK MANAGEMENT

Lortec

Lucent
Lumentum
MAHI

Marconi
MetaSwitch
Metro-Optix
Microwave Data Systems
Microwave Networks
Milgo
Mitsubishi
Moseley
Motorola
Movaz

MRV

Multitech

NEC

Netgear

Nicad

NICE

Nokia

Noran Tel
Nortel

Occam

Ocular Networks
Omnitron
Omnitronics
OneAC

ONI Systems
Optelian
Optisphere
Oscilloquartz
OSICOM

Perle

Phoenix Broadband
Pirelli
PowerAgent
PowerTrunk
Premisys
Proxim Wireless
Puregas

Racal

RAD Data Communications

59

RADwin

Radyne

RBNi

Redback

Redline

RFL

Rockwell
RuggedCom
Safetran

SEL

Sensatronics
Sensus

Sentinel

ServerTech

Servo

Sherrex

Siemens

Silver Spring Networks
SixNET

Sorrento

Spectrum

Sycamore Networks
Symmetricom
Tadiran ECI

Tait Communications
TC Communications
Technostrobe
Tekron

Telco Systems
Telect

Telectronic

Telica

Tellabs

Telmar

Timeplex
Transmode

Turin Networks
Varian

Voyant

Westronic

Xel Communications, Inc
Zhone Technologies

Don’t see your network element manufacturer on our list?

Contact us at (403) 295-0511 or sales@megasys.com as we are
continually adding supported vendors to the Telenium suite.
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RELIABILITY

In network management, reliability is vital. Telenium addresses this
requirement by implementing numerous strategies:

Appliances are configured with hardware fault tolerance
including RAIDed disks and redundant hot-swappable power
supplies.

The Telenium software monitors the appliance for disk errors
and excessive system loading.

The integrated Telenium watchdog ensures all key Telenium
applications are operating properly.

Escalation of alarms ensures round-the-clock management of
your network, and quality of service configuration and
reporting identifies potential issues with service level
agreement commitments.

Critical geographical fault tolerance is achieved with
Telenium’s database synchronization. All cooperating
Telenium appliances are always current, and in the case of a
malfunction, failover and subsequent resynchronization is
automatically achieved.
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TELENIUM PERFORMANCE METRICS

The utility industry is requiring increasingly high network
performance and quality of service. Telenium collects performance
data and defined KPIs from multiple vendor devices across the
network and stores the information in a format that can be digested
by analytics engines for the consumption of IT, OT, corporate users,
and other utility stakeholders. Error rates, receive signal levels,
latency, jitter, network availability: these statistics and more are used
for strategic network management, SLA compliance, and network
diagnostics.

Telenium Power PM offers configurable alarm thresholds to ensure
that performance data outside acceptable ranges alert the
appropriate operations centers for proactive diagnosis and
resolution of potential network issues or to alert when service level
agreement parameters are approaching.
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TELENIUM GENERATOR MANAGEMENT

The Telenium Generator Management Smart Tile has been developed
to profile and manage all the various components related to site
power availability. This includes profiling the generator, fuel source,
transfer switch, and battery chargers as well as DC power plant and
AC power availability. This profiling technology allows the Telenium
system to proactively monitor weekly generator testing, determine
fuel availability, and validate that the entire power recovery
components are working as required.
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Sophisticated logic processes analyze all available data along with
operator provided information to generate alarms in the Telenium
dashboard for any number of events including:

e Generator running with no AC power failure outside of the
gen-test period.

e Generator fuel levels and calculation of run-time remaining.

e Fuellevels declining unexpectedly such as when the
generator is not running.

e Failed weekly generator tests such as a test that did not run,
ran too short, or ran too long.

e Battery chargers not showing that the battery array isin a
charge mode rather than a discharge mode.

e Transfer switches not switching to the generator when AC
power is lost and the generator is running.

e Automatic RICE report generation.

History of all power related system events is maintained in the
Telenium database for post analysis and historical analysis
requirements.
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MULTIPLE LANGUAGE SUPPORT

The Telenium system supports 8 bit Unicode Transformation Format
data encoding so that information can be stored and displayed in
multiple languages.

EXTENDED SUPPORT

MegaSys offers a variety of Telenium Extended Support Services
(ESS) options that provide long-term sustainability and enhance the
operation of the Telenium system. ESS benefits include:

e Software Upgrades - All licensed product upgrades including
access to multiple versions of your network element models
and the latest Telenium suite.

e Telenium LAB License - ESS subscribers can assess and test
any Telenium product in a non-production environment.

e Documentation — MegaSys provides extensive documentation
and computer-based training describing how to use and
manage your Telenium system. This information is available
in both hard copy and online formats.

e Technical Support - Our skilled support MegaSys staff is
available to assist you with mission critical problems 24
hours a day. Trouble tickets can be submitted via e-mail, fax,
phone, or our web based trouble ticketing system.

e Web Support - Access the latest software and documentation
updates from our web support page. You can also enter or
review current and past trouble tickets.

Contact us today to discover how you can experience the
Telenium advantage.

E-mail general.inquiries@megasys.com,
or reach us by phone at (403) 295-0511.


http://www.megasys.com/downloads/enter.asp
http://support.megasys.com/
http://support.megasys.com/
mailto:general.inquiries@megasys.com




